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FIREWORKSTM DATA PROCESSING DETAILS 
1.    PERSONAL DATA PROCESSING DETAILS 

Nature and Purpose of Processing of Personal 
Data 

Such Processing as is necessary for purposes of enabling Customer to access and analyze laboratory data from 
multiple connected Instruments by: 

• Collecting, storing, reporting, and displaying Personal Data collected from connected Instruments 
• Facilitating the searching, viewing, and reporting of results 

Controller Customer 

Processor  bioMérieux 

Data Subjects 
Patients 

Users  

Responsibility for Providing Notice, Obtaining 
Consent, and/or Formulating Legal Basis 

Customer 

Collection of Personal Data FIREWORKS collects Personal Data from Customer’s connected Instruments 

Personal Data Elements Processed 

Data contained in files obtained from Customer’s connected Instruments and generally includes the following 
categories of Personal Data: 

User Information 
• Employee name, email address, job title of FIREWORKS users and administrators 

Pseudonymized Data 
• Test ID (Sample ID) 
• Test results, control results, final report, start date-time, pouch serial number 

Duration of Processing 
Processing of Personal Data shall continue for the duration of the Applicable Terms, unless otherwise agreed by 
Customer and bioMérieux. 

Category of Recipients Customer 

 
2.     LIST OF SUB-PROCESSORS  
A list of Sub-Processors for FIREWORKSTM can be found here. 

https://www.biomerieux.com/corp/en/privacy/data-processors-list.html
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